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1. Purpose of the Policy

Protection of your privacy is an important concern for HACA Partners and we commit to be transparent
about the data we collect about you, how it is used and with whom it is shared.

This Privacy Policy defines how HACA Partners, acting as data controller, may process information
relating to identified or identifiable natural persons (called “data subjects”) collected from time to time
(directly or indirectly, on a compulsory or voluntary manner, manually or otherwise) from the data
subjects themselves as well as from its clients and third parties (such as potential clients, subcontractors,
providers or any stakeholders involved in an engagement with HACA Partners).

2. Why do we collect Personal Data?

We collect and use Personal Data for the following purposes:

To provide our services

We process Personal Data as necessary to deliver our consulting, advisory, and related professional
services, including project execution, analysis, reporting, and client support.

To manage our business relationship

Personal Data is used to communicate with clients and business contacts, manage contracts, process
invoices and payments, respond to inquiries, and maintain our professional relationship.

To comply with legal and regulatory obligations

We may process Personal Data to comply with applicable laws and regulations, including accounting,
tax, anti-money laundering, sanctions, and data protection requirements, as well as to respond to lawful
requests from public authorities.

To operate, secure and improve our operations

We use Personal Data to ensure the security of our systems, prevent fraud, manage access controls,
conduct internal audits, and improve the quality and efficiency of our services and internal processes.

For legitimate business interests
Where permitted by law, we may process Personal Data to pursue our legitimate interests, such as
developing our business, managing risk, ensuring service continuity, and improving client experience,

provided that such interests do not override the rights and freedoms of individuals.

With consent, where required

In certain circumstances, we may process Personal Data based on your consent, for example for
marketing communications or optional services. Where we rely on consent, you may withdraw it at any
time.

3. What Personal Data we collect?

The categories of Personal Data that we may process vary depending on the services we provide, how
you use our Website, and the HACA Partners’ events you attend.
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While limited Personal Data are collected through our Website (mainly contact details), various
categories of Personal Data can be collected strictly in relation to the services we provide, including:

Your identification information, such as a copy of your national ID card, passport and social
security card, which include identification numbers, age, date of birth, gender;

Your contact details, such as e-mail address, landline or mobile phone, home or professional
address, country of residence;

Your signature;
Your professional and familial data (e.g marital status, employment and education details);

Your photo, image or sound of your voice, as may be included in documentation made available
to us, taken as a result of your participation to any type of events organized or sponsored by us;

Your financial and tax-related information, such as your income and tax residency, information
about ownership of companies, bank details, when necessary for us to provide our services;

Information related to your background, as provided by you or collected via open data or public
records as part of our business acceptance processes and for our ongoing risk management
processes, and this information may include special categories of Personal Data, to the extent
legally permitted;

Information related to your communication with us, such as e-mails, text messages, recordings
of telephone/Teams conversations, voice mails, and data in relation to your interactions with
certain types of communications we send to you (e.g. communications regarding our services,
newsletters, events invitation or other types of marketing communications).

To the extent that we receive any sensitive Personal Data relating to you for any of the purposes outlined
above, we will do so because either:

We are required by law to process that Personal Data in order to ensure we meet our ‘know
your client’ and ‘anti-money laundering’ obligations or other legal obligations imposed on us, or
they have been provided in this context (when such data are embedded in your identification
documents);

The processing is necessary for the establishment, exercise or defence of legal claims;
You have made the Personal Data manifestly public; or

You have given us your explicit consent to process that Personal Data.

4. How do we use your Personal Data?

HACA Partners may use your Personal Data for the following purposes:

To provide services;

To manage commercial relations and update customer files;

To provide you with news and general information about services and events;
To manage your requests;

To detect and combat fraud;

To manage disputes and collect debts;

To pay for services;

Etc.

We may combine the information we collect from you with data obtained from other sources, in order to
improve our services and help us personalize our interactions with you.
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5. When do we share or transfer your Personal Data?

We share your Personal Data with your consent or if it is necessary to provide you with a service you
have requested or authorized.

Your Personal Data may be shared with service providers working on our behalf, or acting as
subcontractors for HACA Partners, who may need access to Personal Data to provide a service or help
protect and secure our systems and services. In such cases, these companies must comply with our
data privacy and security requirements and are not permitted to use the Personal Data we pass on to
them for any other purpose.

We also share your data when required by law, to respond to legal proceedings, for the management of
litigation and debt collection, and for the settlement of benefits.

Your data may also be processed in our HACA Partners Network. This might involve transferring data
across borders including to recipients based outside of the EEA.

Where Personal Data is transferred to countries that have been recognised by the European
Commission as providing an adequate level of protection, such transfers are carried out on the basis
of such adequacy decisions.

Where Personal Data is transferred to countries that do not benefit from an adequacy decision, we
ensure that appropriate safeguards are in place in accordance with applicable data protection laws,
including in particular the use of the European Commission’s Standard Contractual Clauses and,
where required, the implementation of supplementary measures.

A copy of the appropriate safeguards may be requested from the DPO at HACA Partners S.a.r.l. - see
section 9.

Below the details of HACA Partners network (“the Processors”):

HACA Entities \ Address

Luxembourg-based entities

26, rue des Gaulois, L-1618 Luxembourg

HACA Partners S.ar.l Grand Duchy of Luxembourg

EU-based subsidiaries

16, rue de la Grange Bateliére, 75009 PARIS

HACA Partners Consulting France S.ar.l. =
rance

Non EU-based subsidiaries

HACA & IBRA Partners S.ar.l. Sacré Coeur 3, Lot n° 137, Dakar, Senegal

CFC Tower Lot 57, 5th floor, Ave. Main Street,
Casa Anfa, Hay Hassani, Casablanca, Morocco

HACA Partners Consulting Casablanca S.ar.l.

In the specific context of these data transfers, we take all necessary technical and organisational
measures to ensure your data is handled securely and in accordance with this privacy policy. Such
measures include, where appropriate:

Access controls and confidentiality obligations;

Encryption or pseudonymization where feasible;

e Staff training on data protection and confidentiality;

Incident response and data breach management procedures.
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6. How do we protect your Personal Data?

We implement appropriate technical and organisational measures to protect your Personal Data against
accidental or unlawful destruction, loss, alteration, unauthorised disclosure or access, taking into
account the nature of the data and the risks involved.

Personal Data is processed in a secure environment, and access is limited to authorised personnel
who are trained and bound by confidentiality obligations.

These measures include, in particular (without limitation):

e Encryption of data in transit using secure communication protocols (e.g. SSL/TLS)

e Encryption of data stored on end-user devices, including full disk encryption of laptop SSDs;

e Access control mechanisms based on the principle of least privilege;

e Authentication mechanisms, including strong passwords and multi-factor authentication where
appropriate;

e Network security measures (firewalls, perimeter protection);

e Protection against malware and regular security updates;

e Regular backups to ensure data availability and integrity.

7. What are your data protection rights?

HACA Partners would like to make sure you are fully aware of all of your data protection rights.

The right to access — You have the right to request our Company for copies of your Personal Data. We
may charge you a small fee for this service;

The right to rectification — You have the right to request that our Company correct any information you
believe is inaccurate. You also have the right to request our Company to complete the information you
believe is incomplete.

The right to erasure — You have the right to request that our Company erase your Personal Data, under
certain conditions.

The right to restrict processing — You have the right to request that our Company restrict the
processing of your Personal Data, under certain conditions.

The right to object to processing — You have the right to object to our Company’s processing of your
Personal Data, under certain conditions.

The right to data portability — You have the right to request that our Company transfer the data that
we have collected to another organization, or directly to you, under certain conditions.

If you make a request, we have one month to respond to you. If you would like to exercise any of these
rights, please contact us by email: dataprotection@hacapartners.lu.

8. How long do we keep your Personal Data?

The Personal Data will be kept in a form which permits identification of the data subjects for no longer
than is necessary for each purpose for which they have been collected, without prejudice to automatic
IT back-ups and HACA Partners legal and regulatory archiving obligations.

9. How to contact us?

If you have any questions about this Privacy Policy or should you wish to exercise your rights, you can
contact our Data Protection Officer (DPO) by email: dataprotection@hacapartners.lu.
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10. How to contact the supervisory authority?

Should you wish to report a complaint or if you feel that we have not addressed your concern in a
satisfactory manner, you have a right to complain to the EU Data Protection Authority (‘DPA”) in your
jurisdiction. For Luxembourg you may contact the National Commission for Data Protection (CNPD).

CNPD (Commission Nationale pour la Protection des Données)

15, Boulevard du Jazz
L-4370 Luxembourg
(+352) 26 10 60 -1
www.cnpd.lu
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